PRIVACY IMPACT ASSESSMENT (PIA)
For the

Army Warrior Care and Transition System (AWCTS)

US Army Medical Command - DHP Funded System

SECTION 1: 1S A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

7] {1 Yes, from members of the general public.
7 {2) Yes, from Federai personnel* and/or Federal contractors.

B2 (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
] (4) No

* "Federal personnel” are referred to in the DoD [T Portfolio Repository (DITPR) as "Federal employees."

b. if "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s} are recorded in appropriate
documentation.

c. K "Yes,” then a PlA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose ona:

[T New DobD information System I New Electronic Collection

'] Existing DeD Information System i Existing Electronic Collection

- Significantly Modified DoD information
2t
System

b. Is this DoD information system registered in the DITPR or the DoD Secret internet Protocol
Router Network (SIPRNET) IT Registry?

¢ Yes, DITPR Enter DITPR System Identification Number 11206

] Yes, SIPRNET Enter SIPRNET identification Number

M No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required

by section 53 of Office of Management and Budget (OMB) Circular A-117?

] Yes 1 No
I "Yes,” enter UPI 007-97-01-17-02-3133-00

If unsure, consult the Component {T Budget Point of Contact o obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system cor electronic collection contains information about U.S. citizens
or fawful permanent U.8. residents that is retrieved by name or other unique ideniifier. PIA and Privacy Act SORN
information should be consistent.

5 Yes [T No
if "Yes," enter Privacy Act SORN identifier AQ040-66b-DASG

Do) Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access Dol) Privacy Act SORNs at:  hitp://www.defenselink.mil/privacy/notices!

or

Date of submission for approval to Defense Privacy Office
Consult the Compenent Privacy Office for this date.
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e. Does this DoD information system or electronic coliection have an OMB Control Number?
Contact the Component information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB appreval to collect data from 10 or mere members of the public in a 12-month period
regardless of form or format.

I Yes

Enter OMB Control Number

Enter Expiration Date

4 No

f. Authority to collect information. A Federal law, Executive Order of the President (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) Ifthis system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

{2) Cite the authority for this DoD information system or electronic colfection to collect, use, maintain
and/or disseminate Pll. (if multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the stajute and/or EQ that authorizes
the operation of the system and the collection of PII.

(b} If a specific statute or EQ does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

Statutory Authority: 10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. 1071-1085, Medical and Dental
Care; 50 U.S.C. Supplement IV, Appendix 454, as amended, Persons liable for training and service; 42
U.8.C. Chapter 117, Sections 11131-11152, Reporting of Information; 10 U.8.C. 1097a and 1097b
TRICARE Prime and TRICARE Program; 10 U.S.C. 1079, Contracts for Medical Care for Spouses and
Children; 10 U.8.C. 107%a, CHAMPUS; 10 U.8.C. 1086, Contracts for Health Benefits for Certain
Members, Former Members, and Their Dependents; £.0. 9397, as amended (SSN); DoD Instruction
6015.23, Delivery of Health care at Military Treatment Facilities (MTFs); DoD Directive 6040.37,
Confidentiality of Medical Quality Assurance (QA) Records; DoD 6010.8-R, Civilian Health and Medical
Program of the Uniformed Services (CHAMPUS); Army Regulation 40-66, Medical Record
Administration and Mealth Care Documentation.
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g. Summary of DoD information system or electronic coliection. Answers to these questions
should be consistent with security guideiines for release of information to the public.

{1) Describe the purpose of this Dob information system or electronic coliection and briefly
describe the types of personal information about individuals collected in the system.

Effective 1 April 2009, the Warrior Transition Command (WTC) was created as a General Officer level
command under US Army Medical Command (MEDCOM) that serves as the organizational focal point for
the Army's Warrior Care and Transition Program (WCTP). The WTC consolidates three existing offices/
agencies involved in Army warrior care: the Warrior Transition Office (WTC), previously under MEDCOM,; the
Army Wounded Warrior Program (AW2), previousty under Human Resources Command: and the Wartior
Care and Transition Office (WCTO) previously under the Office of the Chief of Staff, Army. This
consolidation of organizations was the initial catalyst for the expansion of the original scope of the AWCTS-
WTU/CBWTU to include the capabiiities and business processes needed by the WTC to manage, execute,
and provide oversight for the complete Wounded Warrior Life Cycle (WWL.C). The WWLC also inciudes
organizations outside of the WTC such as the MEDCOM Medical Assistance Group (MMAG) which manages
the Ombudsman program and the Wounded Soldier Family Hotline (WSFH). The driving force for expanding
the scope of the original AWCTS-WTU/CBWTU CONOPS is to provide the most efficient and comprehensive
service to the Wounded, I, and Injured (Wi} Soldiers and their Families across muttiple organizations from
point of injury through career fransition to Soldier's death. The scope is identified by the organizaticnal
business processes which in turn have requirements and capability gaps that need to be satisfied by
AWCTS. AWCTS is a family of systems that allows the integration of multiple business processes under the
consolidated oversight of the WTGC that provide services fo the Wl Soldiers and their Families. AWCTS
capabilities are needed to support the end-to-end management, execution, and tracking of the WII Soldier’s
entire WWLC, to include medical freatment/rehabilitation, non-medical rehahilitation, transition-frack
comprehensive planning, goal seiting, education planning, employment assistance, and lifelong benefits and
services.

The types of personal information collected includes military, demographic/personal, employment,
educational, fnancial and medical information.

(2) Briefly describe the privacy risks associated with the Pl collected and how these risks are
addressed to safeguard privacy.

The privacy risks associated with the Pll collected are unauthorized access, inaccurate information enterad into the
application, and unauthorized disclosure of PIl. Security safeguards are in place to mitigate these risks.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

K Within the DoD Component.

Specify. Data is shared with Warrior Transition Program personnel in all MEDCOM
organizations.

7] Other DoD Components.

Specify. E
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P<| Other Federal Agencies.

Specify. I

Da_t_a_ is shared with the AW?2 advocates within Veterans_ Aﬁairs.

[[] State and Local Agencies.

Specify. [

B Contractor (Enter name and describe the language in the contract that safeguards PIL)

Specify.

1. The following contract language pertains to the Wounded Soldier Family Hot line
(WSFH) contractors. The contractor for WSFH is National Sourcing Incorporate:

1.6.7 Security Requirements: The contractor shall be responsible for obtaining all
necessary security clearances such as National Agency Check {Trustworthy) required
by applicable guidelines, regulations and directives that are necessary to provide
confractor personnel access o an installation’s network backbone. Provisions of the
privacy act apply to all records and reports maintained by the contractor. Contractor
personnel may be required to obtain and maintain installation security badges,
Common Access Cards, AKO Accounts and to adhere to security requirements of
installations. Contractor personnel will controt unclassified documents that require
For Official Use Only (FOUO) document designation. 1f a DD 254 is required, the unit
security menitor will initiate a DD 254 that will become an attachment to this PWS.

2. The following contract language pertains to the Army Wounded Warrior (AW2)
contractors. The contract of AW2 is SERCOG:

16.0. SECURITY REQUIREMENTS. The contractor is responsible for safeguarding
information of a confidential or sensitive nature. Failure to safeguard any classified/
privileged information which may involve the contractor or the contractor's personnel
or to which they may have access may subject the contractor and/or the contractor's
employees to criminal liability under Title 18, section 7383 and 7908 of the United
States Code. Provisions of the Privacy Act apply to all records and reporis
maintained by the contractor. All programs and materials developed at Government
expense during the course of this contract are the property of the Government,
Condractor personnel shali be required to obtain and maintain security badges,
required clearance and otherwise adhere to the installation security requirements. The
performance of this requirement will require the contractor access to sensitive
information. FAR clause 52-204-2, Security Requirements, as required by either FAR
Subpart 4.404 (a) or FAR Subpart 4.404(d), whichever is appropriate. At the time that
the solicitation is issued, it shall be accompanied by a Contract Security Specification,
DD Form 254, in accordance with Dob Directive 5220.22-M, Department of Defense
Industriai Security Manual for Safeguarding Classified Information, and any revisions,
thereto, as well as Industrial Security Regulation DoD 5220.22-R. Failure o
safeguard and sensitive/priviieged information that may involve the contractor and/or
the contractor's personnel, or to which they may have access, may subject the
contractor and/or contractor's personnel to criminal liability under Title 18, section 793
and 7908 of the United States Code. Provisions of the Privacy Act apply to all records
and reparts maintained by the contractor. Confract personnel shall maintain and
possess required security clearance for access to sensitive information.

3. The following contract language pertains to the Ombudsman (OMB) contractors.
The contract for OMB is Eagle Appiied Sciences:

{a) The Centractor shall not use or further disciose Protected Health Information
other than as permitted or required by the Contract or as Required by Law.

{b) The Contractor shall use appropriate safeguards to prevent use or disclosure
of the Protected Health information other than as provided for by this Contract.
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(¢} 'he Contractor agrees io use administralive, physical, and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity, and
availability of the electronic protected health information that it creates, receives,
maintains, or transmits in the execution of this Contract.

(d) The Coniractor shall, at their own expense, take action to mitigate, to the
extent practicable, any harmful effect that is known to the Contractor of a use or
disclosure of Protected Health Information by the Contractor in viclation of the
requirements of this Clause. These mitigation actions wili include as a minimum
those listed in the TMA Breach Notification Standard Operating Procedure (SOP),
which is available at: hitp://www.tricare.milffmaprivacy/breach.cfm.

(e) The Contractor shall report to the Government any security incident involving
protected health information of which it becomes aware.

(f) The Contractor shall report to the Government any use or disciosure of the
Protected Health information not provided for by this Contract of which the Contractor
becomes aware.

{g) The Contractor shall ensure that any agent, including a subcontractor, to
whom it provides Protected Health Information received from, or created or received
by the Contractor, on behalf of the Government, agrees to the same restrictions and
conditions that apply through this Contract to the Contraclor with respect to such
information.

(h) The Contractor shall ensure that any agent, including a subcontractor, to
whom it provides electronic Protected Health Information, agrees {o implement
reasonable and appropriate safeguards to protect it.

[ Other (e.g., commercial providers, colleges).

Specify.

i. Do individuals have the opportunity to cbject to the collection of their PH?

X Yes

M No

(1) If "Yes," describe method by which individuals can object to the coliection of PH.

Program.

Individuals are verbally notified that furnishing any Pt is voturtary; however, faiture to provide information
may resuit in a delay or error in processing and/or denial of being part of the Army Wounded Warrior

(2) If "No," state the reason why individuals cannot object.
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j Do individuals have the opportunity to consent to the specific uses of their Pli?

X Yes

T Neo

(1} If "Yes," describe the method by which individuals can give or withhold their consent.

Individuais wilt be verbally nofified that furnishing any Pl is voluntary; however, failure fo provide information
may result in a delay or error in processing.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

k. What information is provided to an individual when asked to provide Pl data? Indicate all that

apply.
Privacy Act Statement [ Privacy Advisory
"] Other i None
Describe {Privacy Act Statement
each Privacy Act Statement is delivered via an intake form.
applicable
format. AUTHORITY: 10 U.8.C. Section 3013, Secretary of the Army; AR 600 -20, Army Command Policy

and E.O. 9397.

PRINCIPAL PURPOSE: Personally Identifiable Information (PH) is being collected to facilitate
evaluation of eligibility for the Army Wounded Warrior programs.

ROUTINE USE: Any medical and persanal information you provide will be disclosed to Federal
agencies, only to the extent necessary fo address your concerns. This includes, but is nof limited to,
the Department of Veterans Affairs and Army as well as the Soldier's chain of command.

DISCLOSURE: Voluntary. Failure to provide Pl will hamper our ability to assist you, however we still
welcome the opportunity to help you and will do our very best to address your concermns,
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NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in

place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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